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IT Essentials 5.0
6.8.3.9 Lab - Configure Wireless Router in Windows Vista

Introduction
Print and complete this lab.

In this lab, you will configure and test the wireless settings on the Linksys E2500.

Recommended Equipment

e A computer with Windows Vista
A Wireless NIC installed
An Ethernet NIC installed
Linksys E2500 Wireless Router
Ethernet patch cable

Note: All wireless settings in this lab are for a 2.4 GHz wireless connection. Follow the same steps for setting up a
5 GHz wireless connection or when setting up both 2.4 GHz and 5 GHz connections.

Step 1
Ask the instructor for the following information that is used during the lab.

Router Address Information:

IP address

Subnet mask

Router name

DHCP Server Setting Information:

Start IP address

Maximum number of users

Static DNS 1 (optional)

SSID Values:
New SSID

Channel number:
Channel

Router Access:
Router Password

Wireless Security:
Passphase key
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Important; Only use configurations assigned by the instructor.

Step 2
Plug in the power of the wireless router. Boot the computer and log in as an administrator.

Connect the computer to one of the Ethernet ports on the wireless router with an Ethernet patch cable.

Note: If this is the first time connecting to the lab router, complete the following. Follow these instructions
to set a network location. “Set Network Location” will be explained later in the course.

The “Set Network Location” window opens.

Select a location for the "Network’ network

Windows will automatically apply the correct network settings for the location,

Home
= Choose this for a home or similar location. Your computer is discoverable and

you can see other computers and devices.

: Work

Choose this for a workplace or similar location. Your computer is discoverable
I}- and you can see other computers and devices.

Public location
Choose this for airports, coffee shops, and other public places or if you are
directly connected to the Internet. Discovery of other computers and devices is
limited.

Custemize the name, location and icon for the network

Help me choose

Select Work > Continue.
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Set Metwork Locatic

Successfully set network settings

Metwork name: Network
Location type: Private

This allows you to see other computers and
devices, while making your computer
discoverable.

View or change netwerk and sharing settings in Metwork and Sharing Center

View computers and devices on the network

Click Close to accept the network location Work.

Step 3
Open the command prompt.

Type ipconfig.
What is the default gateway for the computer?

Step 4
Open a browser. Type the IP address of your default gateway in the url field, and then press Return.

T

6 “—) B http://192168.1.1/ D~-BeX|0 9216811
File

Edit View Favorites Tools Help

The “Connect to” window appears.
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Connext to 102,168 1.1 | e |
Y

The server 192,168, 1.1 at Linksys E2500 reguires a username
and password.

Warning: This server is requesting that your username and
passward be sent in an insecure manner (basic authentication
without a secure connection]),

User name: | 5§ -
Passwaord: T
[] Remember my password

[ DK[}J[ Cancel

Type the password provided by the instructor in the “Password:” field then click OK.

Step 5
The Setup screen appears.

(= [=]=]
© hip//192168.. £ - B ¢ X || @ osicsetup <] o 5y 5
View Favorites Tools Help
o ~ [ pm v Pagev Safety~ Tools~ @~ NN [

Network Setup -l

Ro e kR P Address: 192 168 1 254
Subnet Wask: 2552552550
Router Name ms ]

DR e St DHCP Server. @ Enabled () Disabled
Start IP Address: 192.168.1.28
Maximum Number of
Users, L
PP Address Range: 192 188 1.25t034
Clignt Lease Time: o minutes (0 means one day)
Static DNS 1: 0 o 1o e 7
Static DS 2 0 TR
Static DNS 3: 0 o 0
WINS: 0 o 1o e
Time Zone (GMT-02:00) Pacific Time (USA & Canada) - =
Autematically adjust clock for daylight saving changes.
[ eoon]

Cancel Changes

< . 3

javascriptto_submit(decument.forms[0]) 0% -
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Enter the following “Router Address” and “DHCP Server Setting” information provided by the instructor
(step 1): IP Address, Subnet Mask, Router Name, Start IP Address, and Maximum Number of Users.

Click Save Settings.

The “Your Settings have been successfully saved.” screen appears.

Your settings have been successfully saved.

< 1 N

Click Continue.

Step 6
Click the Wireless tab.

Click the Network Mode drop-down menu for the 5 GHz Wireless Settings.

1
c I s c o . Firmvaare Version: 1.0.02

Linksys E2500 E2500

Wireless et Soruy Access  Applications &

Viireless Policy Gaming Administration Status

Basic Wireless Settings | Y, |

Configuration View

@ Manual ©) Wi-Fi Protected Setup™
5 GHz Wireless Settings Network Mode:

Network Mame (SSID):

Channel Width:

Channel:

5S5ID Broadcast: @ Enabled () Disabled
2.4 GHz Wireless Settings Network Mode: Mixed =

What 802.11 technologies are supported?
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Click the Channel drop-down menu for the 5 GHz Wireless Settings.

afra]n,
CISCO.

Firmware Version: 1.0.02
Linksys E2500 E2500
Wireless < = i Access Applications & _ .
Setup Wireless Security Policy T Administration Status

Basic Wirelezs Settings. | |

Configuration View

@ manual ) WiFi Protected Setup™

5 GHz Wireless Settings

Network Mode: Mixed -
Network Name (SSID): CiscoS5a42 '
Channel Width: Autu (20 MHz or 40 MHz)} -
Channel: Auto (DFS) k
. Auto (DFS) ;
SSID Broadcast: 36 - 5 180GHz ibled
40 - 5.200GHz
2.4 GHz Wireless Settings Network Mode: 44 - 5. 220GHz [+
3 48 - 5.240GHz =
Network Mame (SSID): 149 - 5.745GHz
153 - 5.765GHz
Channel Width: 157 - 5.785GHz -
. 161 - 5.805GHz
Channel: oo

What channels are listed?

Disable Network Mode the for 5 GHz Wireless settings, unless informed otherwise by the instructor.

Click the Network Mode drop-down menu for the 2.4GHz Wireless Settings.

2.4 GHz Wireless Settings Network Mode: Mixed -

Network Name (SSID):

Wireless-B/G Only

Channel Width: Wireless-B Onby -
Wireless-G Only

Wireless-N Only

Disabled
@ Enanied

Channel:

SSID Broadcast: [\

What 802.11 technologies are supported?

Choose Mixed in the “Network Mode:” drop-down box.

2.4 GHz Wireless Settings Network Mode: Mixed =

Network Name (SSID): Cisco55842

Channel Width: 20 MHz Only I
Channel: Auto -

S5ID Broadcast: @ Enabled ) Disabled
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What is the default SSID for the wireless router?

Type cisco# in the “Network Name (SSID):” field, where # is the number assigned by the instructor.

Click the Channel drop-down menu for the 2.4GHz Wireless Settings.

ET
Channel Width: 1-2.412GHZ i
A 2-2417GHZ N
} 3-2.422GHZ |
SSID Broadcast: [4-2427TGHZ abled
5-2.432GHZ
) ) 6-2.437GHZ N
2.4 GHz Wireless Settings Metwork Mode: 7 -2.442GHZ -
8-2.44TGHZ —
Network Mame (SSID): 9-2.452GHZ
L 10 - 2.457GHZ -
Channel Width: 11 - 2.482GHZ i
Channel: Auto
S5ID Broadcast: @ Enabled () Disabled

What channels are listed?

Select the Channel number that was provided by the instructor.

Click Save Settings > Continue then close the browser.

Step 7
Unplug the Ethernet cable from the computer.

View wireless networks associated with the wireless adapter configured for the computer.

Click Start > Control Panel > Network and Sharing Center > Connect to a network.

Network and Sharing Center
View computers and devices

_ View full map
Connect to a network

Manage wireless networks q*[ . !
i + “ ?

Set up a connection or network

BRAXTON-PC Internet
Manage network connections (This computer)
Diagnose and repair

5'- Not connected

Wireless networks are available,

Connect to a network

See also

Internet Options

Windows Firewall

A list of available wireless networks is displayed.
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N = 9 )

3 .
&, % Connectto a network —— |
Select a network to connect to
Show ’Wirekus Z
= .
_&-; BlackBear Security-enabled network !5!!!

ﬂ Cigco2 Unsecured network !5!!!

Set up a connection or network
Open Metwork and Sharing Center

What wireless network(s) are available?

Choose cisco#, where # is the number assigned by the instructor and then click the Connect button.
The “Getting information from Cisco#” screen appears.

, & « W

@ @ Connect to a network

Getting information from CiscoZ..

»
1

Iwant to enter the network key or passphrase instead
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The “Cisco# is an unsecured network” screen appears.

& « W

U @" Connect to a network

Cisco? is an unsecured network

I\'ﬂ Connect Anyway

=" Informaticn sent over this network might be visible to others.

s

% Connect to a different network

L

Click Connect Anyway.

The “Connecting to Cisco#” screen appears.

[ ‘ - A - ‘,a

-

U @" Connect to a network

Connecting to Cisco2

A A

L

The “Successfully connected to Cisco#” screen appears.
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- ==l g
@ @ Connect to a network
Successfully connected to Cisco2
Save this network
Start this connection automatically

L

Click the Save this network box and then click Close.

When the “Set Network Location” window opens, select Work > Continue > Close.

Step 8
Open a browser. Type the IP address of your default gateway in the url field, and then press Return.

The “Connect to” window appears.

Connect to 192.168.1.1 R

The server 192, 168, 1.1 at Linksys E2500 requires a username
and password.

Warning: This server is reguesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection).

IUser name: | 5§ -

Password: T

[ Remember my password

[ oK C‘}J[ Cancel
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Type the password provided by the instructor in the “Password:” field.
The Setup screen appears.

Navigate to “Basic Wireless Settings”. Select Disable for the 2.4 GHz SSID broadcast.

2.4 GHz Wireless Settings Network Mode: Mixed 2
Network Name (SSID): Cizcol
Channel Width: 20 MHz Only -
Channel: 6-243TGHZ

SSID Broadcast: ) Enabled @ Disabled

Cancel Changes

Click Save Settings > Continue.

Why would you disable SSID broadcast?

Close all opened Windows: Network and Sharing Center, browser, command prompt, etc.

View wireless networks associated with the wireless adapter configured to the computer. Click Start >
Control Panel > Network and Sharing Center > Manage network connections.

[E=EERE—e)

()= » CorrolPanet » Nevorknd Srarng Cnt 5 ]

Rk Network and Sharing Center

View computers and devices
View full map

Connect to a network

Manage wireless networks I*[ a % ‘ i ;

BRAXTON-PC Internet
Manage network connections (This computer)

W

Set up a connection or network

Diagnose and repair
55 Not connected

Wireless networks are available.
Connect to a network

Seealso
Internet Options

Windows Firewall

Right-click the wireless adapter icon and then select Connect/Disconnect.
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nect To  Disable this network device
MNarme Status Device Mame Connectivity MNetwork Category Owner »
LAN or High-5peed Internet (2)
".: Local Area Connection | Wireless Network Connection
_ Metwork cable unplugged Mot connected

x -ﬁf;’l‘ Realtek RTL8139/810x Famil... x :nfm In
Virtual Private MNetwork (1)

Dizable
Connect / Disconnect

l:"" VPN Connection Status L\‘?
S | Disconnected )
@ WAN Miniport (PPTP) Danees

Bridge Connections

Create Shortcut
Delete

Rename

Properties

A list of wireless connection is displayed. Click the refresh button a few times.

D@g

{:;} @ Connect to a network

Select a network to connect to

Show [Wizelsss b4

- - !5!
_&; BlackBear Security-enabled network o

ﬁl Unnamed Metwork Unsecured network !!!!!

Set up a connection or network
Open Metwork and Sharing Center

What wireless network(s) are available?

Close the “Select a network to connect to” window.
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Click Open Network and Sharing Center.

CHm 2« NetworkandSharingCenter ——————_ ~[épfllse0en P
Tasks @

Network and Sharing Center

View computers and devices

~ View full map
Connect to a network

y A e (b
et up a connection or netvvork .

BRAXTON-PC Internet
Manage network connections (This computer)

Diagnose and repair

5.!- Not connected

Wireless networks are available,

oo Connect to a network

Internet Options

Windows Firewall

Click Manage wireless networks.

() » Controlanet » Manage e Networs -

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles,

| % Add @ Adapter properties 3 Profile types &+ Network and Sharing Center ®
Metworks you can view and modify (2) - a

~— Cisco2 Security: Unsecured Type: Any supported Automatically con...

| [y

F' BlackBear Security: WPAZ-Personal Type: Any supported Automatically con...

x

2 items

:!!]UB

When the “Manage wireless networks that use (Wireless Network Connection)” window opens, double
click Cisco#, where # is the number assigned to you.
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Connection | Security

Cisco2 Wireless Network properties

Mame:

S5ID:

Metwork Type:
Metwork Availability:

Cisco2
Cisco2
Access paint

All users

Connect automatically when this netwark is in range
[]connect to a mare preferred network if available
Connect even if the network is not broadcasting

oK !}J’ Canicel ]

Select the check box Connect even if the network in not broadcasting, then click OK.

View wireless networks associated with the wireless adapter configured for the computer.
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r

'\../'I @ Connect to a network

[ - o v == = )

Select a network to connect to

Show [Wirelas b d

- . )
_&; BlackBear Security-enabled network !!!M
ﬁ Cisco2 Unsecured network !!!!!

Set up a connection or network

Open Network and Sharing Center

Connect{ﬂ ’ Cancel

What wireless network(s) are available?

Step 9

Use a browser to logon to the router.

Click the Wireless tab and then select Wireless Security.

. Py :
Q@‘ @ hitp://192.068.. O ~ B & X || @ Wireless Security x

b |
AL

File Edit View Favorites Tools Help

- v [ d= v Pagev Safetyv Toolsv @~ N M

Firm

Linksys E2500

Wireless 4 e Access  Applications & wit =
Wireless Security Policy Erer Administration

| Wireless Security I |

Status

5 GHz Wireless Security
Security Mode: .Dr.sa.b-le“d

2.4 GHz Wireless Security

Security Mode: Disabled
WPAZAWPA Wixed Mode
VWPAZ Personal
VP& Personal
WPA2AWPA Enterprise Mixed Mode

hcel Changes

m

| »

| Disabled

H100% -
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In the Security Mode drop-down box, for the “2.4GHz Wireless Security”, select WPA2 Personal.

= -
Q@|@ hitp://192168.. 0 ~ B G X || @ Wireless Security X

=)
(e 6

File Edit View Favorites Tools

Help

- v [ e v Page~ Safety~ Tools~ @~ QN W]

afra]n
CISCO.

Wireless

Wireless

Access

Security Policy

Wireless Security |

Firmvware Yersion: 1.0.02

Linksys E2500 E2500
Applications &

I Status

Administration

|

5 GHz Wireless Security

Security Mode:
2.4 GHz Wireless Security

Security Mode:

Passphrase:

Disabled

WPAZ Personal

MEvS.0!

Cancel Changes

<

javascriptto_submit{document.forms[0])

Type ITEV5.0! for the Passphrase and click Save Settings > Continue.

Step 10

View wireless networks associated with the wireless adapter configured to the computer.

Open “Network and Sharing Center” then click Connect to a network.
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4 & - - (=
@3@ Connect to a network

Select a network to connect to

Show ’Wirelejs -

‘. Cisca? The settings saved on this computer for the network do ®
e not match the requirements of the network

= v
_& BlackBear Security-enabled network !Hﬁ!

Set up a connection or network
COpen Metwork and Sharing Center

Why can you not connect to Cisco#?

Click Cancel.

When the “Network and Sharing Center” windows opens, click Manage Wireless Networks, right-click
Cisco# > Properties.

-, - s W [ESmIE e
ufll » Control Panel » Manage Wireless Networks A | ‘f| | Search pY)
e ‘ S — ~——

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles.

!EEI Add == Remove @ Move down @ Adapter properties 9, Profiletypes &+ Netwark and Sharing Center @
MNetworks you can view and modify (2) ~
!-i Cisco2 Security: Unsecured Type: Any supported Automatically con...
= _ Properties
I l-. BlackBea Remove netw:[)%( fPersonal Type: Any supported Automatically con...
| Rename
e
Move down
e, Cisco2 Profile name: Cisco2 Mode: Automatically connect
. Security type: Unsecured
- Radio type: Any supported

The “Cisco# Wireless Network properties” window opens.
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Cisco2 Wireless Network properties |_

seauriy

Security type: lWPnl-Persunal 'J

Encryplion type: [AES "]

Metwork security key  ITEwS.0!

Show characters

[ 0K %J [ Cancel

e A

Select the Security tab and then set the “Security type:” to WPA2 —Personal, type in ITEv5.0! for the
“Network security key”, and then click OK.

When the “Set Network Location” window opens, select Work > Continue > Close.
Use a browser to logon to the router

If you cannot access the GUI of the router, contact the instructor.

Step 11
Return configurations to the following settings, unless stated otherwise by the instructor.

Connect the computer to one of the Ethernet ports on the wireless router with an Ethernet patch cable.

Router Address Information:

IP address 192.168.1.1
Subnet mask 255.255.255.0
Router name Linksys
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DHCP Server Setting Information:

Start IP address 192.168.1.100

Maximum number of users 50

Static DNS 1 (optional) blank
SSID Values:

Network Name (SSID) Linksys

SSID Broadcast Disabled

Channel number:
Channel Auto

Router Access:
Router Password admin

Wireless Security:
Security Mode Disable

Close the browser and logoff the computer.
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